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ABSTRACT

Edge Computing is used as a solution to the cost problem and transmission delay problem caused by network bandwidth
consumption that occurs when IoT/CPS devices are integrated into the cloud by performing artificial intelligence (AI) in an
environment close to the data source. Since edge computing runs on devices that provide high-performance computation and
network connectivity located in the real world, it is necessary to consider application integrity so that it is not exploited by
cyber terrorism that can cause human and material damage. In this paper, we propose a technique to protect the integrity of
edge computing applications implemented in a script language that is vulnerable to tampering, such as Python, which is used
for implementing artificial intelligence, as container images and then digitally signed. The proposed method is based on the
integrity protection technology (Docker Contents Trust) provided by the open source container technology. The Docker Client
was modified and used to utilize the whitelist for container signature information so that only containers allowed on edge
computing devices can be operated.

Keywords: Edge Computing, Application Integrity, Docker, Container, Docker Contents Trust

Received(10. 21. 2021), Modified(11. 10. 2021), T FA A}, changhoon47lee @korea.ac.kr
Accepted(11. 17. 2021) ¥ WAIA2} syoungjoo@korea.ac.kr(Corresponding author)



1206 ZAeleld 71ES 843 IA A 3 oJRAleld FAA BEel did 4

LM E o)A 345 Aol TEHES ARshe )
WS Aekstn] . 4Ao e AerE 7ol gk 3

A=A 7 (Edge Computing) 712 744 g 2 AE ge-S A9 FH v TR 53
A g QFAE(AD 7S doly Axel TAE A ARS e

el A o mm ARl Al AAZE An]

Algsted, 10T/CPS 71716 Zh=el S3A % I 2 7 3 Hi
Az Ve fqF 2nz g Hl% A A
& AdEA el 3 A weke s FEa glet 2.1 oE o

QA A 71Ee] AL Az éU}E Az
71715l A frA R/ A B, 2P ellA 71Ee] ATEd °“Zl HAFRE oAl F
o) /5% AEs AT, ARFH AEA o3 A 13 Suinchks F2 7HA 2 oE/de &
TR /ZRA 77 S ek Al2e QlE o) ol FwlellA<] ﬁEﬂOM ZlEes oL ot
AlTE A7 7S B30T £ sl (1)(2). (506](7].

7] AFE o] Ze]Ao|dL Aute HAEg e} 7 IoT 71719] of&=iAlold ¥ *éﬁi-‘# A=
& Ageld e o 01 BE e ¥y APl =3tste] akejsh 71H(8), OS 2 A
(AD d4bs st ¢ dloJelel 3t A)7+3} 28 Z2 A2 3 1E 7]&4& A A8k 9ot
9 Az 2l 3 ogxoL qeqa FgAon 23 2 Adge Aoy 7k ofEF Aol i3t Be
5 QES T F Qor, old TEHE AT = Allsta slel 2 HeE esa & 5 sl
2 oAl g 7L glo|MI} e ~mElE ool TPM (Trusted Platform Module)3 Linux
Zlare g 3= 4 glc} (3)(4). IMA(Integrity Measurement Architecture)

qx AFEL NaHos AL ZHE 9 = 283 Aol 24 A= 7el A A+
A Fakels 7R 7)2e] AEA Yo =8} (9)= Eley] & o] Wz Aae] digh et
ol AAAtelel 2 §R I (10T/CPS) A7 AL 9let, & ddellxs AHo]
A} adE AFE gl o oaet U ol Al e W8 AlAskaL glel 2 WSl
4 glek, W, 2= el eEole s
T4 7hed 233 E WA 7l s adz ol &8 ZeHE(Google) Al AAA(11]¢l
A A BAelA 24 AFAE T FHE A Algshs Addeld vz Hie M SRS
Aoz dase], FF AX AR B9 oiE el&stel Anf fel AeleldE mEste A4l
old FAA AsR A FA9 7heAe] Eof A ZAdolv g Adsta glovt & d7e JdA HFH
g Ao oapEr) AL ez 7)7]el *Vdcﬁl W EE RS o]

ool £ =2 AFAE THA AHEEE Folid tod, 717164 Aol mE F -5 Ael At
3 zro] WMo HoFd F gle ~IYPE <dojE & kL glel, A4 Zehpost iR s AT
S5k oA e o ZelA0] AL A”lolU R A Ak whajo] thEw s weksle] 448 4 gl
F AAAES Fd FAAE BEshe 7S At
g}, Algkele e 2EAs Ao 74 2.2 Wi J|=

Trust® Aszsfel, oA 45 A de & ATl H8sl sEas Adeld SleEe
A FAelolint TE AFsshER Flelol An gy &S AT sl Ao E F 7 Al
of Wy SolErlrEZ e oy 724 A=E et

3l=% Docker
Clients MAg 7¥HS 312 3
Z

Al A&k},
B oxrel AL el zith 9xbdA]e 3 221 Docker Container
A} 9Ez Aol Flgeld AlFsHe 1A _
HFE 9 /&S AR AL LE4n Adlelde 29t 5 nEd 7 A7Ash=
Aelol] 24K wE ]es smon dx AR ofFel ol dolelel asteled, ofe] Zlelo]uizt



A HH 333 =A] (2021. 12) 1207

FUE AzHelA 08 A FfetE, ok A FEfo|dlEx 7] o R DCT AAe] v]dAIs}t A
ojuie} Al A0 e E APt 2 DCT 2H-5 $18iA= DCT A4S dAstsliof
gt DCT A4S dFe] Fejs}p o] FAtslo],
2.2.2 Docker Contents Trust A3 Ado|y o]n|#] A AFaxel|A 1AM o] 2
45 Zelely o|ulA|RE AR Fhgdhe], v E A
Docker Contents Trust (DCT) + ZHelH AR o] el TaslA E2% RE o]n|x|E A}
ojux] A4 (Registry)st Zldlely olv|=] A=} L7153l E S TRk
A A (Notary) & Algdich Mdabs olEe
Aelde Zdelely omA 2 FAste] Registryel 312 37 =¥
5 F 5" oAl dHs AxAEe s
& 9lth. AHAR= Docker Clientell oigh %34 2 =relde did AlxdlE 27 DCT Ajnist
B3l Aeleld ofnlA] AdagRE Aol o] QA 3" 71712 g 4 slek DCT AH el
£ teEE F AR AS5E E3 olvAe] 74 ol AAbael AT AWz AAE L oA
e Fal F AeeldE e A58 7171l DCT AAe] Abdel] &As} =of
Docker Ze}e]E7} A5},
. Mok +A2R= DCT Awe] Ass &3 A FH55
7171l ot o=ElAlel S Wl Ese e SRE
3.1 Mgt HiA sk A& 7Hsslen, A A" 7= ol
Azl iz ud Az A A4 Adet
3.1.1 Docker DCT I2{AFst = 7o) ojale Aelal Aoz s skt
TAARE WA wed] Aelely o ulA] A AFAe
DCT+ Aoy o]nlA] AAiel A== ZE A4 A& nsls 2 7PEnh Adle|y o]
ol ofm|Alell el A A8 7eS A3 n)x] AR Ao ouAE o R 233}
gk, obee] W&t 22 arakkEe] SieH(10) 9% AW ~% Docker ZefoldER A& 713t
A, Adlend opEiAel A AAAE AF g susn, gelel ovA Aol $2s
= =2x1o] Aulrlgtoln] Adol o]m|x| A4 ool olu|A| 2 %3] W thezr & % 9ju).
ol Mrdsl Zeoly ovlx|e} A=A = A 7 e ZARE Aoy o|uAE theme &
ol eflAl 2 S5 5 glek. b Aejel ol S ol Bl olulAe] WE WH 2 AL S
VAl Al of# FFe] ofEelAolAdel g & 2= 9lch. olw] ZAwolu] o|u]A|e] that WAL
ey olm A7} SEEH, #elE Hd o] & ths] 2ARk] 3 ulolAul o] Foix|u] Ao
A7 =54 5 9l U o]u)A] A Aol ukedx]x] ok thAo]c}.
FHARZ, Aoy olnx] AW gk o]x FAzE wWAE Adoly o]v|AE AAL
DCT?] %14l (delegation) 715 &l +-/% + o] wkedslr] 98] AR DOTY) 99l dake sty
aew, 9 F7H71%  (public/private key s 1o slAslelon] 9lalqE R 3 TARE
pair) 44 2 Aoy Atz Y ARE F7} WzE Ao olm|g} xfAle] AT AR
dhe WAR AP DCTeA = 30714-& A e AR 2o T2 F Az Wnﬂ o Aj2 Zalate] o]
3l7] A& ## (docker trust key generate) n)z]e] 7]& AAE ARE gAs 4 o))
9 ARE AL F7ks7] Y8 W3 (docker JA1El AR} 7ro x{u];}ﬁ A o]ze
trust signer add)& Algdet. A9E S13 0 Mzt 4 glon}, H Av]olmlAle Bk AHEHA

7142 DCTelA Algshs w3 o= Al
e CAE Fd <dEME A= Wy
openssl¥ 72 dubHel =15 Fgsle] AA
A o2 A S = W 25 AR § 9o
AR R, Adol] o|rAE AMS-3sh= Docker

Ak gl ewl, 37 2Eavol Szt
A 5 sla @7l did A AR 9
AW A7) 715ke oAket 4= 9lu)

oy o



1208 ZAdleld 71&S 83 IA ] A

PR L

313 34 ALE2

L2E22 Aoy 7|&2 DCT 7155 Al3st

o AHE Aol o|v A WS Az T4
= AEol olvlx] Agxol F5 F, Adfol] of
WA A GRS sl Aslole] B

FANE #AT & olE 715 ATE meb,
g

17 AFE 24 w BEAT ot} 2E 22

oy Fig [
L IRIE ]"]7‘] X{%ﬁ:(Registry) 2 ZAgey o]
w|z] A AW (Notary) ol oigh Hake- 353
Aol A FAA = A4S FAS A o]
ARzel 55 F, 222 Algt A Ak A9
£ ol83te] AL ovAE MH & F 9le
Az 758 7]7]el4E= Docker ClientE o]&3}
of Zlele] AAAolA FAAL] Ao o]vA| &
thxREsle] A 5 glek. o] AuhE]LellA 39
A= AAk *}%X}(User)ﬁ} FAZH Attacker) & -
LR A ﬁ_E% A AEXQE
(Registry/Notary), oA  #HEWE(Docker
Client) & +&3 < 9l

Ao e F A X—ql—"i Z1ele] o]n|A|
£ WE/FE3le AVE|LE 2 dAEE AvEd
oh&3 2k wlA 141
sign key  wAClA AA

2T EE o] g3 oA %

.User's container and
AgAE sholush e

HrE elEAeldE N

W F o EE S1E Aeeld eolnA] HeR Fwgt
ohomR A AL WE Aol olvixe] ¥
1-1. User’s 2.Regist &
container signing
and sign key container
Regist
User > egistry/
« Notary
// !
/ i
1-2. // !
Attacker's J 3.Run any i
container Y signed i
and sign key container ¢
_____________ /, Docker Client

(Edge Device)

Fig. 1. Attack scenario
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WA, AAF A8xk= “1-1. User's container
and sign key @Al A #H5FE 772 wlE

getReceivedSignKeylId()
isPermitted := false

// Check whitelist

for item in whitelist {

sign_key id =

if (item == sign_key id) {
// Permit Container
isPermitted = true
break:
}
}
// Block Container
if lisPermitted {
error(‘"Not permitted sign key id")
}

Fig. 2. Whitelist-based container checking logic
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Table 1. Test environment

Type Specification

H/W

-1 CPU, 2 GB RAM
(virtual box)

S/W

Server | - Ubuntu 20.04 x64

- Docker 20.10.7

- Docker Registry 2.7.1

- Docker Notary 0.7.0

- Python 3.8.10

H/W

-1 CPU, 1 GB RAM
(virtual box)

Client | S/W

- Ubuntu 20.04 x64

- Docker Client
(20.10, modified)
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ZH(docker commit)3h= WA L2 FH]sh

"Name”:
"registry-server:443/my-app:1.0.0",
"SignedTags”: ({
"SignedTag”: "1.0.0”,
"Digest”:
"6ec77085d8aclb3ee26fcf4a10608809
¢5110b637981ce5716a29a977880b1be”,
"Signers”: [
"my-app-signer”
11,
"Signers”: ({
"Name”: “my-app-signer”,
"Keys”: [{
"ID”:
"27c¢43278e3988ccce0e7690b949706c4
03e16¢35644e1¢2282¢0d059ed1301d4”
111

Fig. 4. Meta data for a test application

# docker run ——name malicious-app -d -p
8080:80/tcp malicious-app
docker: Error: remote trust data does
not exist for
docker.io/library/malicious-app:
notary-server:4443 does not have trust
data for docker.io/library/malicious-app.

Fig. 5. Blocking unsigned malicious app
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"Name”:
"registry-server:443/malicious—app:1.0.0”,
"SignedTags”: ({

"SignedTag”: "1.0.0",

"Digest”:
"9100957e1b420f99c96849a7098d1808
Ted10cb34afc7dcc82dabaT7846e9c828”,

"Signers”: [

"malicious-app-signer”

11,

"Signers”: ({

"Name”: "malicious-app-signer”,

"Keys”: [{

"ID":
"2713bccad59158c27f1ae548622b3f30d
283047f22817ea76a64a0d9f983e5ab”

)]

Fig. 6. Meta data for a malicious application

AN 712 Agste] wxs Aol E A
F WlESRE ASolE el vhgo] ek Mol Eg
ool Ze 1% 4 sivh

webA], alze At A o Ee| Aol el HE e
ARE 7Nt R & So|ERAES AR A A
FE 71716l A wemH s8EA] o AHe]
UE A EiE trrsste] 5ske A& A
Aptste Wl &8 3 < Sl

2 AdTelAE A AR 717] s A Aeel
S5 vl F Aeleld AAMT 3 A A4

)

o

# docker pull
registry-server:443/malicious—app:1.0.0
panic:
2713bcca3db9158¢27f1aeb48622b3f30d283047
f22817ea76a64a0d9f983ebHab is not
permitted key ID
goroutine 1 (running)
github.com/docker/cli/vendor/github.co
m/theupdateframework/notary/tuf/signed.
VerifySignatures(0xc000090b80,
0xc000255650, 0xc0006d5240, 0x1c, 0x1,

0x0, 0x0)

Fig. 7. Blocking not permitted applications

2 gigner 352 keyld Hlolge] HE& A ~H
SR HAEES slgon, ZHY o]v]X|
t22e A g HSE |EeR WA E
wzA FelsteE A5k WA Docker Clients
Abgsldel. A 7S Agste] Hxd o] &
AlolAde] e o]uA]e el thiRE QA
ofgfje} zFo] SFE WAAIA FHEHA %= ZAHe|
Y FE5s AdE 5 odes Fassdd (Fig. 7.

).
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